
CONCLUSIONS

Losses from online payment fraud are predicted to more than 
double by 2023, reaching $48 billion annually. Developing 
methods to detect mobile money transfer fraud is essential to 
combat fraud attempts on these 
transactions. Dynamic modeling techniques are an important 
component of preventing mobile money transfer fraud as they 
find patterns within extremely large imbalanced data sets that 
could not be observed otherwise and help provide a solution in 
real time (or near real time). Our tri-clustering dynamic 
predictive model was trained on a large imbalanced synthetic 
data set and will detect mobile money fraud in real time and 
will assist in reducing fraud in mobile money transfer services.
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Transactions

.11% Fraud is hard to spot

OBJECTIVES
❑ Research fraud events and statistics to display the damage that can occur to 

revenue and reputation of an organization and the need for advanced fraud 
prediction models.

❑ Investigate current fraud monitoring techniques available for various monetary 
systems (credit card, financial statements, etc.).

❑ Use algorithms and monitoring techniques of other fraud prevention 
systems to develop a predictive model that monitors mobile money transfer 
services for potential fraudulent activity.

WHY IS THIS DATA SCIENCE?

The prevalence of electronic transactions generates an immense digital 
footprint of consumer purchases. The popularity and ease of use of mobile 
money transfer services makes them targets for fraud. These attributes also 
means that there are large, structured data sets containing thousands of user 
transfers.

Data mining provides a method of finding patterns within a data set that could 
not be observed otherwise. Patterns found can be further analyzed by a 
computer through modeling of the data that allows for extrapolations to be 
drawn from future data points. This final product is then able to provide a 
solution to a problem in the real world faster and more accurately than a 
human. The solution created will fulfill a business need that is required to 
operate effectively in an increasingly technological world.

DELIVERABLES

Data and Dynamic Probabilistic Model Solution for Mobile 
Money Transaction Fraud Detection

Challenges for Fraud Detection in MMTS Transactions
Two significant challenges data scientists must address in detecting fraud 
in MMTS transactions:

• Data Set Challenges

• Data set must be extremely large and imbalanced to be properly 
trained

• There is a dearth of publicly available financial transaction data

• Time Challenges. To be effective in preventing fraudulent transactions, 
the predictive model must be used in real time.

Our Solution for Fraud Detection in MMTS Transactions
Our data approach and predictive model addresses the challenges in for 
models to detect fraud in MMTS transactions. 

• Data Approach: Use a PaySim simulated synthetic data set to train and 
test our model. PaySim is a financial simulator that simulates mobile 
money transactions based on an original dataset.

• Model for MMTS Transactions: Dynamic Tri-Clustering Algorithm

• New transaction is tested in the model as the transaction is 
happening

• Use of three different unsupervised clustering algorithms 
simultaneously optimizes accuracy

Less than 1% fraud represents 

over a billion in losses

Transaction
s

Transactions 
%

Cash Cash %

Fraud 1,142 0.11% 1,221,982,240.43 0.74%

Valid 1,047,433 99.89% 165,012,241,622.94 99.26%
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Credit card fraud and financial statement 
fraud have been pervasive in our economy 
and society for many years. Such fraud has 
cost companies, consumers and society 
exorbitant amounts of time and 
money. For example, two of the largest 
credit card security breaches to date, TJX in 
2007 and Target in 2013, are alone 
responsible for leaking over 80 million 
credit card numbers to scammers due to 
ineffective security of their point of sale 
systems. Mobile money transfer services 
(MMTS) are newer types of financial 
transactions that are currently being 
deployed in many markets across the world 
and are widely used for domestic and 
international remittances. MMTS 
transactions, like credit cards and financial 
statements, are highly susceptible to 
fraud. Fraud detection of MMTS 
transactions and similar financial services is 
an important and significant endeavor.

Data mining and modeling techniques have 
evolved sophisticated probabilistic models 
to detect credit card and financial 
statement fraud, and with the emergence 
of MMTS transaction probabilistic models 
are now necessarily being developed to 
detect fraud in MMTS transactions. We 
studied the predictive models used for 
credit card and financial statement fraud, 
as well as those used specifically for MMTS 
transactions, such as the RadViz
visualization technique and Predictive 
Security Analyser. We then utilized a 
synthetic data set with a combined three 
clustering algorithm that is applied 
dynamically to attempt to detect fraud in 
MMTS transactions in real time.
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